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Introduction



Matter Overview

What is Matter?

- Matter is a Unified Approach to loT Device Development.

- Matter is an open-source connectivity standard for smart home and Internet of things devices,
which aims to improve their compatibility and security.

- It is not an entirely new protocol stack. What it provides is a common application layer that can
commonly exist and interoperate over existing protocol stacks such as Wi-Fi and Thread.

- Matter drives the convergence between the major loT ecosystems to create one easy, reliable, and
secure wireless protocol to connect all IoT devices and networks

- Matter works over Wi-Fi, Ethernet, and Thread. Matter controllers take care of Wi-Fi and ethernet
devices, but if you have Thread devices, you need a Thread border router to talk to the Matter
controller
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Matter Overview (Continued)

Consumers
- Extremely hard to mix and match the product they WORKS WITH
want with their preferred ecosystem .
- Impossible to change once selected < ’ amazon alexa rl n 9

Developers
- Developers are forced to pick what ecosystem

integrations they support and often need to ship 29 SmartThings

multiple SKUs for all connectivity standards Xflnlty hOme ' 9

- Need to learn different loT technologies and
ecosystems

Retailers ®+° Google Assistant

- Too difficult to provide expert advice to answer

consumer questions

- High return rates due to interoperability issues Friends of

hue

personal wireless lighting
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Getting Started with Silicon Labs Matter over Wi-Fi

= WF200/WFM200S = RS9116 Kits = SiWx917 Kits'
- Raspberry Pi header « Modular development platform « EXP and Radio board options
- EXP header « Advanced development = Kit contents
- WF200S Wi-Fi transceiver « RF measurements - Radio Board Kit (SoC Mode)
« On-board antennas + Current measurements » 1 x Radio board
« p.FL connector  Serial interface to host » 1 x Main Board
« EXP Kit (NCP Mode)
= Kit contents = Kit contents » 1 x EXP board
« SLEXP8022A - Baseboard

« Wireless daughter card

SiWx917 Dev kit

1SW with Matter support in Q4 2022



Selection Guidelines for Matter over Wi-Fi Ecosystems

Protocols

RS9116W +
EFR32MG24'

WF200 +
EFR32MG24'

Siwx9172

SiWx917 +
EFR32MG24'

Matter Wi-Fi End Device Wi-Fi 4 RCP v
Matter Wi-Fi End Device Wi-Fi 4, Bluetooth LE NCP v
_— . . v
Matter Wi-Fi End Device Wi-Fi 6, Bluetooth LE SoC
Matter Wi-Fi End Device Wi-Fi 6, Bluetooth LE NCP v

1In addition to the EFR32MG24, other host MCUs can also be used by porting host software
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Development Kits — WF200/WFM200S
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WF200 Wi-Fi Expansion board with Giant Gecko Starter Kit
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= Hardware Features

Raspberry Pi header
» Supports Raspberry Pi (2, 2B & 3)

EXP header - support for Silicon Labs' MCUs (GG11)
and Wireless MCUs (MG12) starter kits

WF200S Wi-Fi transceiver

On-board antennas

u.FL connector for conducted measurements and
adding in an external antenna

= Software tools and support

Open-Source drivers for Linux and RTOS
Example demo applications




Development Kits — RS9116

= Same EVK for Transceiver and Full NCP

= All accessories and software included
- Sample examples for reference

= Interface card for EFR & EFM boards

RS9116X-SB-EVK1
Single Band (QMS)

ik, 4 yob boa . o Bl

RS9116X-SB-EVK2 RS9116X-DB-EVK1
Single Band (B0O0) Dual Band (CC1)
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Development Kits — SiWx917 (Upcoming)

= SiWx917 EXP board for use with Silicon
Labs MCU development board for NCP and
RCP modes

e 7 - = SiWx917 development board kit for
E =1 — use in SoC mode

LED1 LEDO

SiWx917 Development Kit
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What will we show you today?

Google Ecosystem Admin

-ﬂl_! Raspberry Pi Admin = We'll show you how to use one of the matter

™

over Wi-Fi code examples available in our
Nest Hub 2nd Gen Legend
_g_.memet latest release

l """ . = The example shown will be the smartlock
. matter over Wi-Fi example
. oogle Pixel 6

S . .

i = This code example will allow you to

1 . .

i . | commission and control an loT smartlock

1 ~ ! -ve .

NS  izvoc ¢| g s device

: e i N = |t will demonstrate the support of multi-admin

: capabilities by operating with:

'\.\. « Google Ecosystem

« Raspberry Pi

5V high
triggerRelay

Vee

B GND- Pini

USB type C for
power and data

Windows-based
Personal Computer

Vce - Pin 20

GPIO-Pin4

SiXx917 dev kit
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Hardware and Software
Prerequisites



Hardware Prerequisites

To execute the SoC smartlock matter over Wi-Fi
code example on an SiWx917, you will need the
following hardware:

« Google Pixel 6 with Android 13 and March 5, 2023
security update or later.

https://www.amazon.com/Google-Pixel-Unlocked-Smartphone-
Ultrawide/dp/BO9HJZPFDD?th=1

Nest Hub 2n¢ Gen Google Pixel 6 Raspberry Pi 4 with
64 GB SD Card + Google Nest Hub gen 2

https://store.google.com/product/nest hub 2nd gen?hl=en-US

« Raspberry Pi 4 with 64 GB SD Card

« Silicon Labs BRD4001A dev kit baseboard

+ Silicon Labs BRD4325B SiWx917 radio board
« Windows-based PC with available USB port

- USB Type-C cable

+ 5V DC Relay — high triggered

« Solenoid door lock

BRD4001A dev kit baseboard with Solenoid + Jumper cables (female to male, male to male as
BRD4325B SiWx917 radio board Door Lock 5V DC Relay needed for 5V DC relay and solenoid door lock)

« Dual-band Wi-Fi access point

&S SILICON LABS © 2023 Silicon Laboratories Inc.



https://www.amazon.com/Google-Pixel-Unlocked-Smartphone-Ultrawide/dp/B09HJZPFDD?th=1
https://www.amazon.com/Google-Pixel-Unlocked-Smartphone-Ultrawide/dp/B09HJZPFDD?th=1
https://store.google.com/product/nest_hub_2nd_gen?hl=en-US

Software Prerequisites

In order to execute matter over Wi-Fi code examples on an SiWx917
you will need the following software:

Nest Hub 2" Gen Google Pixel 6 Raspberry Pi 4 with - Android 13 with latest security update (March 5, 2023 or later)
64 GB SD Card running on Pixel 6

« Latest version of Google Home app installed on Pixel 6
« Latest version of firmware running on Nest Hub Gen 2
« Simplicity Commander version 1v14p6 or later

« Raspberry Pi Imager (Download latest version here)

« Raspberry Pi Silabs Matter Pre-Built Image (Click here to
download)

« Ozone J-Link debugger (Download latest version here)

« Latest version of Simplicity Studio 5 (Download here here)
« Gecko SDK v4.3.0 or later in Simplicity Studio

« SSH Terminal for Windows. Putty or MobaXterm

BRD4001A dev kit baseboard with

BRD4325B SiWx917 radio board Windows-based PC

&S SILICON LABS © 2023 Silicon Laboratories Inc.



https://www.raspberrypi.com/software/
https://www.silabs.com/documents/public/software/SilabsMatterPi_2.0.0-1.1.zip
https://www.segger.com/downloads/jlink/
https://www.silabs.com/developers/simplicity-studio
https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
https://mobaxterm.mobatek.net/download-home-edition.html
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Building and Running a Matter
over Wi-Fi Demo



Steps to set up and run the Matter over Wi-Fi Smartlock demo

Google Ecosystem Admin

.ﬂ! Raspberry Pi Admin

™

Nest Hub 2nd Gen

- Google Pixel 6
S

= In today’s presentation we will show you how to build and run the
matter over Wi-Fi smartlock demo

Legend

= This is one of the matter over Wi-Fi demos available to you within
Simplicity Studio, some others are:
_____ Bluetooth + Window Cover over Wi-Fi
Wi-Fi

«  On/Off Plug over Wi-Fi

—  nternet

Light Switch over Wi-Fi

= The smartlock matter over Wi-Fi demo will perform the following
2% A [ | | functions
=2 |
4

12vpc | | = .
// 3 Powear l % Solenoid
- o = source |L* .
Access Point H

Commissioning over BLE from Google Home app in Pixel 6
" Door Lock
Internet

Associating to Wi-Fi network configured
e through commissioning

Control of solenoid door lock through Matter
over Wi-Fi

Normally

i

1

i

1

1

1

l' ¥ Opened
~. !

L 1
1
\I/

5V high
triggerRelay

= |n this demo, we will show you our code’s multi-admin capability
support by allowing the above actions to be performed from the
following controllers:
« A Google Pixel 6

« A Raspberry Pi 4

Vee

=- GND- Pinl

USB type C for
power and data

Windows-based
Personal Computer

Vecc - Pin 20

GPIO-Pin4

SiXx917 dev kit

= We will describe its setup in the next slides

&S SILICON LABS 16 © 2023 Silicon Laboratories Inc.




Steps to set up and run the Matter over Wi-Fi Smartlock demo

Google Ecosystem Admin

= o The following steps will be followed to set up the Matter over
| et Raiere 1 ey Wi-Fi Smartlock demo:
Nest Hub 2nd (“:en P Legend
* @, — - Step 1: Setting up SDK and its extensions
I RaspboryPid 4 | =e=es uetoot - Step 2: Flash firmware onto SiWx917
!u_ - Step 3: Set up door lock circuit
- Google Pixel 6
: g@ '. « Step 4: Build smartlock binary
; : - Step 5: Flash smartlock binary
: : | | |
Q ‘ -ve
: =2 ) i poadl I #%5 ., soenod  The following sections will show how to set the remaining parts of
: A o  source O oearon the demo, including the following:
Access Point Internet H +ve
: !
1
1

« Setting up the Google ecosystem devices (Pixel 6 and Google
Smart Hub)

« Setting up the Raspberry Pi

Finally, we will show how to run the demo through sections showing
the following:

USB type C for
power and data

Windows-based
Personal Computer

Vecc - Pin 20

ki « How to commission and control the smartlock from Google Pixel 6
« How to commission and control the smartlock from Raspberry Pi 4

SiXx917 dev kit
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Step 1: Set up your SDK and its extensions (Part 1)

E v5_workspace - MatterLockOverWiFi/include/CHIPProjectConfig.h - Simplicity Studio™
File Edit Source Refactor MNavigate Search Project Run  Window Help
A Welcome O Recent 2% Tools| &, Install | X Preferences

= Install Simplicity Studio v5 and the required
Gecko SDK v4.3.1

BB simplicity Studio™ [m} X

= Open Simplicity Studio and make sure that all
product updates are installed in Simplicity

o Studio by clicking on “Install” > “Manage

é installed packages”

Installation Manager Login ~

Manage installed packages

Install by connecting Install by technology type
device(s) (wireless, Xpress, MCU,
Sensors)
Cancel
BB simplicity Studio™ [m} X
Installation Manager Login ~

Product Updates SDKs Early Access Tools Toolchains Assets

No Product Updates

&= SILICON LABS

18 © 2023 Silicon Laboratories Inc.




Step 1: Set up your SDK and its extensions (Part 2)

BB simplicity Studio™

Installation Manager

Product Updates SDKs Early Access Tools Toolchains

Silicon Labs 8051 SDK

Gecko SDK - 32-bit and Wireless MCUs

Silicon Labs Gecko SDK, GitHub based

~ Installations

Location: C:\Users\vivenkat\Simplicity

dio\SDKs\gecko_sdk_2

Extensions:

Silicon Labs Amazon Sidewalk SDK - 1.1.0

Silicon Labs Matter - 2.1.0

WiSeConnect 3 - 3.0.9

Legacy SDKs

Cancel

Assets

Login «

Add...

Add...

43.0 e

Install

Back

| [ Check for Updates

&= SILICON LABS
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= Navigate to “SDKs” tab, and in your latest Gecko
SDK v4.3.1, add the latest “Silicon Labs Matter —
2.1.0” extension.

= Add the latest “WiseConnect 3 - 3.0.10”
extension

= Note: Version numbers mentioned might be
outdated. Install the latest packages available
with Simplicity Studio.




Step 2: Flash firmware onto SiWx917 (Part 1)

BRD4001A e = Mount the SiWx917 SoC radio board (BRD4325B)

WSTK Main Board

Radio Board

onto WSTK main board (BRD4001A) so that your
system looks as shown here

= Connect USB Type-C cable from your PC to the
WSTK main board

| Welcome 5 Recent $ Install £X Preferences

Ee_bugAdapters‘ 12X 548 % fo 2 Ej;? E
S EIsEs x = Open Simplicity Commander by going to “Tools”

Simplicty Commander 21| 2 in Simplicity Studio, selecting Simplicity
(*) Bluetooth NCP Commander Standalone Commander and CIiCking “OK”

Simplicity IDE

>~-|) Device Console

Network Analyzer

OS]

v

Add/Remove Tools

&S SILICON LABS 20 © 2023 Silicon Laboratories Inc. [



Step 2: Flash firmware onto SiWx917 (Part 2)

# Simplicity Commander - m] X

ﬁ«; = Select the connected kit in Simplicity
440232019 v Interface SWD v | 8000 kHz v Device|SIWGS17M6 12LGTAA lReloade: Commander, then select “Flash,, option.
R | 3
.%» fnnlann B an”m =I..4:I onnectivity_firmware /SiWGQl7-A.L0.0.0.23.rps‘I Browse... I
" Pttt s 521 ¢ et g Dverty s [ rwn | = Select the required SiWG917A-X.X.x.x.x.rps file
...... Flash Erase/Write Protection 4 = = -
Write protect flashrange 08211000 S -> 08211000 s - from the fOlIOWIﬂg dlreCtorY'
mslenilion] smlieeo — - <SDK>\extension\wifi-sdk\connectivity firmware
Debug Lock Tools
The unlock function only works using Silicon Labs kits.
Unlocking the chip will erase all data on flash and SRAM.
Recover bricked device| Unlock debug access  Lock debug access
>-
Consol
12:37:51.292 Writing data... = Click on “Flash” and wait for message
12:38:05.772 Waiting for bootloader to perform upgrade... confirming successful SiWx917 firmware
12:38:23.214 Resetting d
12:38:23. 269 Flashing completed successfully! upgraae

&S SILICON LABS 21 © 2023 Silicon Laboratories Inc. I



Step 3: Setup Door Lock Circuit

| | e
LZO‘CZS ! % Solenoid
source |+ DearLock

USB type C for
power and data

Windows-based
Personal Computer

SiXx917 dev kit

Please note that presented circuitry is for demo purposes only and does not
constitute a final product.

&S SILICON LABS 22  © 2023 Silicon Laboratories Inc.

Connect GND pin on 5V high level triggered relay
with pin 1 in EXP header of WSTK BRD4001A board

Connect VCC pin on 5V high level triggered relay
\'l)vith c|?in 20 in EXP header of WSTK BRD4001A
oar

Connect IN pin in 5V hi‘%’h level triggered relay with
pin 4 in EXP header of WSTK BRD4001A board

Connect positive of 12 V DC power source with
common pin on relay

Connect positive of Solenoid Door lock with
“Normally Open” pin in relay

Connect negative of 12 V DC power source with
negative of Solenoid Door Lock

Finally, connect USB Type-C cable from PC to WSTK
BRD4001A board



Step 4: Build Smartlock Binary (Part 1)

im ) Simplicty IDE 45 Debug Ar Energy Profiler
Si917 Single Band Wi-Fi Transceiver Radio Board (BRD4325B Rev A00)

OVERVIEW Im DOCUMENTATION COMPATIBLE TOOLS " In SimpIiCity StUdio, naVigate to “Example
Projects & Demos” tab in “Launcher” view

« Make sure that “Preferred SDK” field is set to “Gecko
SDK Suite v4.3.1

I General Information I Board I Target Part

Preferred SDK:

Gecko SDK Suite v4.3.0 Manage SDKs  + S
(

1917 Single Band Wi-Fi Transceiver Radio Board $I917-SB00 (DUAL FLASH)
BRD4325B Rev AQ0)

View Documents
View Documents

Si917 Sinlgle Band Wi-Fi Transceiver RB, Wireless Pro Kit Mainboard (ID: 000440267835)

OVERVIEW EXAMPLE PROJECTS & DEMOS DOCUMENTATION COMPATIBLE TOOLS

Run a pre-compiled demo or create a new project based on a software example.

- Sresources found

Matter - SoC Light Switch over Wi-Fi Matter - SoC Lighting over Wi-Fi - Filter by “Matter” in the “Wireless TeChnOIogy”

This project builds a Matter Light Switch app for Wi-Fi Siwx917

Demos 3 B

This project builds a Matter Lighting app for Wi-Fi Siwx917 that t d (11 E I P H t bR t h I t
that canbe developed nsde Smplcy Sudo canbe deeloped nsice Smplty Sudi category, an Xampie rFrojects, then seiec
Example Projects ' | View Project Documentation

View Project Documentation

“Matter — 917 SoC Lock Wi-Fi” I
S the “Matter oC Lock over Wi-Fi” example
| _ e | ; iFi H (13 7
@ What are Demo and Example Projects? Matter - SoC Lock over Wi-Fi Matter - SoC OnOff Plug over Wi-Fi d I k C t
TS Project DUMGS 3 Matter LoCK app Tor Wi-Fi Siwxa17 that This project builds a Matter OnOff Plug app for Wi-Fi Siwx917 a n c I c 0 n rea e
A~ Wireless Technology =~ @ clear can be developed inside Simplicity Studio that can be developed inside Simplicity Studio
[ Bluetooth (0) View Project Documentation View Project Documentation

Matter (5)

O wiFi(0) Matter - SoC Window Covering over Wi-Fi
This project builds a Matter window-app for Wi-Fi Siwx917 that

~ Device Type © Clear can be developed inside Simplicity Studio

[ Ncp (0) View Project Documentation

[ soc ()
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Step 4: Build Smartlock Binary (Part 2)

BB New Project Wizerd

Project Configuration
Select the project name and location.

° Target, SDK ° Examples

Project name: | MatterLockOverwiri

Use default location

Location: =% ==. /~waf SimplicityStudio\v5_workspace\MatterLockOverwiFi

With project files:

(O unkto sources

I @ Link sdk and copy project sources I

(O copy contents

CANCEL

&= SILICON LABS
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o Configuration

BROWSE

= Click on “Link sdk and copy project sources”

option and then click on “Finish”



Step 4: Build Smartlock Binary (Part 3

v5_workspace - MatterLockOverWii_2/include/CHIPProjectConfig.h - Simplicity Studio™

Elle Edit Source Refactor Navigate Search Project Run Window Help
o |® |8 -ide~ 0 -
& Project Explorer X | BESV O ¢
v 55 MatterLockOverWiFi_2 [GNU ARM v10.3.1 - Default] [S1917-5800 (DUAI
" Binaries
5 Includes
& autogen
config
& gecko_sdk 43.0
& GNU ARM v103.1 - Defauit
v @ include
[\ AppConfigh
B AppEventh
B AppTaskh

=0

ASH A

3 LockManager

& matter_1.05

& sic

& wiseconnect3_sdk 3.0.3

£ MatterLockOverWiFi_2slcp .
< >
#-OE®=8

8% Debug Adapters x | Outine

[ | # Launcher {} Simplicity IDE & Network Analyzer : 35 | ¥ ft Welcome © Recent

README_WiFimd | MatterlockOverWifi 2sicp | ] CHIPProjectConfigh X |

3 % Copyright (c) 2020 Project CHIP Authors
4 *  Copyright (c) 2019 Google LLC.

5 = ALl rights reserved.

7 *  Licensed under the Apache License, Version 2.0 (the "License");

8 *  youmay not use this file except in compliance with the License.

9 *  You may obtain a copy of the License at

0 =

n x http://waw. apache.org/licenses/LICENSE-2.0

12

13 *  Unless required by applicable law or agreed to in writing, software
14 *  distributed under the License is distributed on an "AS IS" BASIS,

15 *  WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
16 *  See the License for the specific language governing permissions and

17 *  limitations under the License.

18 %/

19

205 /**

2 = ef

2 = Example project configuration file for CHIP.

3 =

% = This is a place to put application or project-specific overrides
PE to the default configuration values for general CHIP features.
%6 =

27 %/

28

29 #pragma once
30

31 // Use a default pairing code if one hasn't been provisioned in flash
32 #ifndef CHIP_DEVICE_CONFIG_USE_TEST_SETUP_PIN_CODE

33 #define CHIP_DEVICE_CONFIG_USE_TEST_SETUP_PIN_CODE 20202021

34 #endif

X

Tools & Install % Preferences
=

#endif

&= SILICON LABS

[22 Problems | 5 Search |2 Call Hierarchy | & Console x
Adapter Pack Console

<
Writable Smart Insert [37:1161

#ifndef CHIP_DEVICE_CONFIG_USE_TEST SETUP_DISCRIMINATOR
#define CHIP_DEVICE CONFIG USE_TEST SETUP DISCRIMINATOR @xFee
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= If you will have multiple smartlock devices in
your environment, you will need to configure
each one of them with a unique discriminator
value so that they can be identified from each

other

= To set your device’s discriminator value, open
the following file:

« MatterLockOverWiFi\include\CHIPProjectConfig.h

= Modify the discriminator value in line 37 of this
file as shown here




Step 4: Build Smartlock Binary (Part 4)

25 Project Bxplorer = Build the example by right clicking on
> @ platform “MatterLockOverWiFi” project in “Project
> Gutl Explorer” tab and clicking on “Build Project”
v (=GNU ARM v10.3.1 - Default
» »rautogen

» =gecko_sck 430
> (=matter_1.0.5

7 1=5SIC

» @ wiseconnect3_sdk_3.0.3 = Once the project is built successfully, a
> %5 MatterLockOverWiFi.axf - [arm/le] “MatterLockOverWiFi.out” file will be seen in the
O MatterLockOver\iFibin - [unknowryle] project explorer tab under GNU ARM v10.3.1.

> (2 MatterLockOverWikFi hex - [unknown/le)
> 4 MatterLockOverWiFi out - [arm/le]
> (2 MatterLockOverWiFi.s37 - [unknown/le)

_smakefile = This is the binary file that we will flash onto the
=| MatterLockOverWiFi.axf.rsp SIWX91 7.

“ MatterLockOverWiFi.map

& objects.mk

&= SILICON LABS
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Step 5: Flash Smartlock Binary (Part 1

B - | SEGGER

Home Share View

+ B

Copy
Pin to Quick
access

B ra

This PC

Name

I JlinkDevices
l Ozone V3.30a

2items |

Ozone V3.30a

Home Share

th " E% s

Y Cor Delete Rename New
to to h

ortcut
Organize
Windows (C) Program Files > SEGGER
Date modified

7/11/2023 2:15 PM
7/11/2023 2:18 PM

View

' | |

Copy | Delete Rename  New
to~ folder

‘ New item ~

i Easy access ™

folder

Type

File folder
File folder

il New item ~
il Easy acc

Ne:

v+ R This PC > Windows (C:) Program Files > SEGGER > Ozone V3.30a

Name

n Config

l Devices

n Plugins

B JLink x64.dIl
B JLinkDevices
B License

. msvcp100.dil
B msvcr100.di
& Ozone

B atcoreadil

B atGuisd

@ ReleaseOzone

Date modified

7/11/2023 2:14 PM

6/29/2023 12:25 AM
7/11/2023 11:15 AM
/2023 12:21 AM

'29/2023 12:30 AM
/29/2023 12:25 AM
'29/2023 12:25 AM

023 12:21 AM

UMO08025_Ozone 29/2023 12:21 AM

X Uninstall

7/11/2023 2:14 PM

14items | 1item selected 141KB |

&= SILICON LABS
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Type

File folder

File folder

File folder
Application extens.
XML Document

Text Document

Application extens...

Application extens.
Application

Application extens,

Application extens...

Chrome HTML Do...
Adobe Acrobat

Application

Select all
Select none
Properties _
= P History

Open

Select all
Select none

Invert selection

21.655 KB
142 KB
16 KB
594 KB
810KB

330KB
3,962 KB
223 KB

= Open the path where you installed Ozone
« Typically (C:\Program Files\Segger)

= Copy the “JlinkDevices.xml” file that can be
downloaded from this link to the
“SEGGER\Ozone Vx.x” directory:


https://github.com/SiliconLabs/matter/releases/download/v2.1.0-1.1/JLinkDevices.xml

Step 5: Flash Smartlock Binary (Part 2)

W = | OzoneV3.30a

File Home Share

 hi

Pinto Quick Copy Paste
access

e > v 4 B> ThisPC
[ | Name

B Confia

M Devices

W Plugins

B JLink x64.dIl
W JLinkDevices
B License

B msvepi004il
B msverioodil
« 0zone

B atcore4dil
B aGuiddil

© ReleaseOzone
UMO08025_Ozone
& Uninstall

n W = | SiliconLabs

File Home Share

# BB,
Pin to Quick Copy
access

v o B <« SEGGER

Name

I RS9117_SF_4MB_42bsp.elf

1item |

&= SILICON LABS
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Move Copy | Delete Rename  New
© folder

Windows (C:) > Program Files > SEGGER
Date modified

7/ 3 2:14 PM
7/11/2023 2:17 PM
14PM

il New item ~ A
v

il Easy access -

New
Ozone V3.30a
Type
File folder
File folder

File folder

Application extens..

Application extens..
Application extens...
Application

Application extens...
Applicatiol 5.
Chrome HTML Do...

robat D..

Delete Rename

Organize

Ozone V3.30a > Devices > SiliconLabs

Date modified Type

7/11/2023 1

1:28 AM ELF File
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Properties
- B Hi

Bopen - §

B cedit

story

i Invert selection

Select

B select all
B Select none

BN Invert selection

= If you don’t already have a “Devices” directory
under the SEGGER\Ozone Vx.x directory, create
it as shown here

= Within the “Devices” directory, create a
“SiliconLabs”’subdirectory

= Donwload the “RS917_SF_4MB_42bsp.elf” file
available in this link and copy it to the
“SiliconLabs” subdirectory



https://github.com/SiliconLabs/matter/releases/download/v2.1.0-1.1/RS9117_SF_4MB_42bsp.elf

Step 5: Flash Smartlock Binary (Part 3)

/ New Project Wizard X
e = Now plug your SiWx917 setup to your PC and
. launch the Ozone debugger. In the New Project
e Wizard click on the three dots (...) and select the
f’g_l::'ias“ ] following in the following screen:
egis e
(Cortex-M4 (with FPL) ~..] « Manufacturer: Silicon Labs
il ot sonrle | « Device: Si917DualFlash
Flash Banks ~
M Target Device Settings X
Seleihed Device: Si917DualFlash Litte Endian v | Core #0 ~
Manufacturer Device Z Core NumCores Flash Size RAM Size | Once you have done those selections, click on
ISIIAIicon Labs | o v [Fite [Fiter G “E' 1 0 KH
m Si917DualFlash -
3
4

&= SILICON LABS
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Step 5: Flash Smartlock Binary (Part 4)

IML:(;: - = In the next screen, select your Silicon Labs

e product under “Emulators connected via USB”
o [ e . and then click on “Next”
Host Inteface serialNo opton) « Manufacturer: Silicon Labs
us8 v | [440232019 ]
Emulators connected via USB ® DeVice: Si917Dua|F|aSh
[ Reodict n Secial bl

1
= Once you have done those selections, click on
‘EOKH
2
<ok B
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Step 5: Flash Smartlock Binary (Part 5)

/ New Project Wizard X

Program File
Choose the Program to be debugged

= |n the next screen, browse to the

FLE. Motorda S record, ool Hex, o Bnary fe oliona “MatterLockOverWiFi.out” binary file that you
e o o O -] generated with your build on Simplicity Studio
and click on “Next”

T [

/ New Project Wizard X

Optional Settings
Set optional project settings, such as the initial PC

Initial PC (after download and reset)

Y retym— P = In “Optional Settings” make sure that “Initial PC”

O Read from Location

O tocaton is set to “Read from Base Address Vector Table”
oot and then click on “Finish”

Initial Stack Pointer

(® Read from Base Address Vector Table
O Read from Location

O Location

O Do not set

J-ink Script File

[

J-ink Log File

[

o
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Step 5: Flash Smartlock Binary (Part 6)

.+ Project Load Diagnostics

Project Load Diagnostics:

& warning (135): The target application seems to be using FreeRTOS, but FreeRTOS-awareness is not enabled. " A d I ag n OStI cs Wa rn I n g m ay be d I s p I ayed

N regarding FreeRTOS being detected. Simply
e disregard it and click “Continue”

Suggested fix-ups:

Add command 'Project.SetOSPlugin(FreeRTOSPlugin_<port>) to the project file.

[] Do not show these diagnostics again.

Click "Continue"

Apply selected fix-ups \

Edit Project File | | Reload Project Cancel

< Ozone - The J-Link Debugger V3.28¢c - *New Project

He Vew Fnd Debug Toods Window Hep = After the binary is downloaded, click on

OFIkra vt “Download & Reset Program” in the dropdown
Funct] (§) Download &ResetProgram | X next to the Power button on Ozone’s top right
e }  Attach to Running Program 2

(ar oute::Rea

ar bL Attach & Halt Program ———

= This will erase and program the SiWx917

Compatel 0.0%

Erasel 0.0%
nglaml 0.0%

Verifyl 0.0%

Comparing range 0x8032000 - 0x8051FFF (32 Sectors, 128 KB)
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Setting Up Google Ecosystem
Devices for Matter over Wi-Fi
demo



Setup Pixel 6 and Nest Hub setup (Part 1)

= We will need to set up several things in order
Qi sl i to get our Pixel 6 and Nest Hub Setup

Y - Set up a Google Home

« Create a Matter Project and add a Matter Integration
‘ to it for Smartlock Matter devices

Years - Drama on-80% | 16March « Open a webpage with the matter smartlock device
Ko D e ST QR code

= Let’s show this in the next few pages

&= SILICON LABS
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Setup Pixel 6 and Nest Hub setup (Part 2)

e

€  Alopps 3 = Before doing anything, we will need to make

@ 5008 Connectity Servioss sure that we are running the latest beta version

J— of Google Play Services. To do so, in your phone
t# T in settings -> apps, look for Google Play

@ o

e ; Services as shown here.

0 Google Play Protect Service

Open by default

o Google Play services

= Once the page for the app is open, go to the
bottom of it and click on “App details”

G Google Play Services for AR

o Google Play Store

Display over other apps
0 Google Podcasts Not LY i

: Modify system settings
Q Google Support Services ‘Iy bl gl

M Google TV Picture-in-picture

4

Store

App details
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Setup Pixel 6 and Nest Hub setup (Part 3)

| = In the next page, click on “Join” to Join the beta
3‘ Google Play services program .

= Click on “Join” on the popup to accept joining
the beta program
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Setup Pixel 6 and Nest Hub setup (Part 4)

20 <@ = Wait a few minutes to let the latest beta version

of Google Play services to be installed and then
Google Play services close and reopen Google Play Services on

N (eta) settings->apps to check that it is now in beta

version as shown in this screenshot.

Private feedback to developer

Developer contact

= After verifying this, make sure to update the
aTue e st Google home app on your phone to the latest
version
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Setup Pixel 6 and Nest Hub setup (Part 5)

= Now that we have the latest Google Play
services beta version and latest Google home
app in your phone, lets create a new home in
your Pixel 6

= To do so, first open the Google Home app by
clicking on its icon on your phone

Create a home

= After opening the app, click on “Get started”
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Setup Pixel 6 and Nest Hub setup (Part 6)

= Now give a name to your home and click on
“Next”

Name your home

944 « @

< Home address

Sle.s = Either enter the address for your home and click
“Next” or leave its address blank and click
“Skip”
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Setup Pixel 6 and Nest Hub setup (Part 7)

= Click “Next” to allow nearby devices

Allow Nearby Devices

= Click “Allow” on the pop-up screen

®

Allow Home to find, connect
to, and determine the relative
position of nearby devices?
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Setup Pixel 6 and Nest Hub setup (Part 8)

= Click “Next” to allow location access

Location access

= Click on “While using the app”

0

Allow Home to access this

device’s location?
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Setup Pixel 6 and Nest Hub setup (Part 9)

o DevelQper Center Ways to build ~ Use cases Business resources What's new Docs v O\ Search @ Language v :

Click on "Console"
Ways to build

Matter

With Google's comprehensive suite of tools for Matter development, you're on the fastest path to build
Matter products that are compatible with all major ecosystems, and specifically work seamlessly with
Google Home.

‘ FOR DEVICE DEVELOPERS

Overview

Learn how to get started with building and
Get Sta rted integrating a Matter-supported platform in the

i

&S SILICON LABS 42 © 2023 Silicon Laboratories Inc.

v

N\

FOR DEVICE DEVELOPERS
Compatibility

Find out what devices are supported for either new
Matter integration or upgrade to Matter.

Now that we have created a home in
our Pixel phone, add your Nest Hub to
that home

After this, on a browser on your PC go
to the following webpage to create a
project:

https://developers.home.google.

com/matter

Then click on “Console” at the top of
the page as shown here.


https://developers.home.google.com/matter
https://developers.home.google.com/matter

Setup Pixel 6 and Nest Hub setup (Part 10)

¢\ Developer Console

Manage projects

View project details, add members, and more.

¢——— Click on "Create a project"

Projects

You don't have any projects yet. Create a project.

Q Developer Console

Get started

Add to an existing project

Te ensure compatibility, ouild upon an
existing Actions on Google or cloud project
by imperting it to this conscle.

Existing project* - ‘

itam ‘ram tha ist

Import project

Or create a new preject

A project is a workspace for all your
integration types.

Click on "Create Project" —)l Create project

43 © 2023 Silicon Laboratories Inc.
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= On the next page, click on “Create a Project”

= On the following screen, click on “Create
project”




Setup Pixel 6 and Nest Hub setup (Part 11)

) Developer Console

= Give your project a name and click on “Create a
Create new project . ’
new project

Create a project for all of your
integrations.

Project name

My Test Project

Give it a name
" 30 characters max
and click on i
" R
G

Already have a Works with Assistant, cloud, or
Local Home SDK project? Import existing
project.

= ¢ Developer Console

@ Home
My Test Project .
N [ N s i SRS = Now that you have created your project, on the
next page click on “Add Matter integration”
A Analytics 7]

Click on "Ad Matter integration"

Matter intagrations that have been created show up here. You can have more than one integration per project.

Cloud-te-cloud

[£ Add cloud Integration

44 © 2023 Silicon Laboratories Inc.
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Setup Pixel 6 and Nest Hub setup (Part 12

O Developer Console My Test Project

——— s cer o et roces e o = On the next page click on “Next: Develop”

@ Home environment 1o ensure you uctions and Matter.
implementation will be a success.

Read guide (2

sz Matter v
Tools
A* Analytics V]
Google Home Extension for VS Google Home Plugin for Android Matter Sample app
Code Studio Downloadable code that shows you
Get access to Google Assistant Test your application and Google how to use Matter APIs in your own
Simulator, Cloud Lo Home integration directly from your Andraid applicatian.
development environment.
Ga to Sample app [
Go to tool 4
Go to tool [4
Click on "Next: Develop"
= () Developer Console N

Matter checklist

Important: Your device must be certified by the Connectivity Standards Alliance to build with Google.

P Y beveos = Now click on “Next: Setup”

1 Use the SDKs provided to integrate Matter into your devices and applications.

@ Home

2 Register with the Connectivity Standards Alliance (CSA) to get your vendor ID (VID) and product ID (PID).
A*  Analytics @ b

3 Connect your device and enable setup in your app, Android, or Google Home app.
Test & Field Trial*

4 Test your Matter integrations before you submit.

5 We provide tools for field testing. Review Field Trial guidelines before you submit for Certification.

* Field Trial may be opticnal. Checx with your account manager on whether a Field Trial is required,

Certify & Launch

& Review the Cartification requirements before you submit.

7 Marketing review required if you plan on mentioning Google or any of its affilated brands.

8 Launchimmediately or schedule in advance. Click on "Next: Setup"

Back: Resources
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Setup Pixel 6 and Nest Hub setup (Part 13)

Learn more

= Setup the fields on this page as shown below:
evice information * 1 * Required ~
: @ ros oo ara o - Product name: Test Lock

Test Lock ‘ Add your Matter device and leverage

the Google Smart Home ecosystem. ° Device type: LOCk

2 e your vendor 5ot h sctID + Vendor ID (VID) Test VID
v y of your Matter device.
Lock - . « Test VID: OxFFF1
Then attach your Matter certificate so
G e r device.
“0ogke can connect to you vice. . Product I D (PI D) OX8007
Vendor ID (VID) * Getting Started with Matter
Use a CSA-issued vendor ID or test vendor ID with this
integration. What are Product and Vendor 1Ds?
3

(O CSh-issued vendor ID (to certify) AS Shown in these Screens

Select the test VID that matches the VID used in your device
build.

4 Product ID options for matter devices are as follows:

OXFFF1 v

O on o oo s Light-Switch: 0x8004
integration. .
Light: 0x8005
Product ID (PID) * Lock: 0x8007
Enter a unique PID for your product in hex value. Make sure it

. Thermostat: 0x800E
(o;;’éw Window Covering: 0x8010

Use any number in hexadecimal format

= After this, click on “Save & Continue”

6

Back Save & continue |

&= SILICON LABS
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Setup Pixel 6 and Nest Hub setup (Part 14)

Develop
e megEnan arresieanawens = You shall now see a Matter integration for device
type lock in your console as shown here

Name Type Vendor D Product ID Last modified
Light Light Qxfff Ox8005 Il me =™t Edit
Test Lock Lock 0xfff1 0x8007 ] | | 1] Edit

lock Lack 0xfff1 0x8006 [ ] | Edit

Next: Test

&= SILICON LABS
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Setup Pixel 6 and Nest Hub setup (Part 15)

& project-chip.github.o

Please scan with your CHIPTool app.

Payload: MT:6FCJ142C00KA0648G00
This QR code is unique for your device. You may print a copy of this for subsequent use.

Print QR Code

&S SILICON LABS 48 © 2023 Silicon Laboratories Inc.

Now that you have completed setting up the
following:

« Your home in the Google home app in your Pixel 6
« A project in your Google developer console
- A matter integration for the lock device type

Having finished the above, the only step left to have
your setup ready is to open a QR code webpage for
the smartlock device type in your PC

This QR code webpage will be used to commission
your smartlock device

To open it, simply open the following URL.:

https://project-
chip.github.io/connectedhomeip/qgrcode.h
tml ?data=MT%3A6FCJ142C00KA0648G0OO

(QR Code URL can also be obtained from device logs)



https://project-chip.github.io/connectedhomeip/qrcode.html?data=MT%3A6FCJ142C00KA0648G00
https://project-chip.github.io/connectedhomeip/qrcode.html?data=MT%3A6FCJ142C00KA0648G00
https://project-chip.github.io/connectedhomeip/qrcode.html?data=MT%3A6FCJ142C00KA0648G00

BBBBBBBBBBBBB

Setting Up Raspberry Pi for
Matter over Wi-Fi demo



Set up Raspberry Pi 4 to run Chip-Tool in it (Part 1)

= The Raspberry Pi 4 will be used to run the Chip-Tool which will allow the following to be done:

« Commissioning of the SiWx917 to the Wi-Fi network to be used

« Controlling via matter over Wi-Fi the lock controlled by the SiWx917 development board

= In order to set up your Raspberry Pi 4, you will need to download the Raspberry Pi Image available in the following

link:
https://www.silabs.com/documents/public/software/SilabsMatterPi 2.0.0-1.1.zip

« A screenshot showing the file to be downloaded is shown below:

Matter Software Artifacts

This page provides links to pre-built software image "artifacts" that can be used to set up the Matter Demo for the Thread and Wi-Fi use cases.

Matter Hub Raspberry Pi Image

The Matter Hub image is intended to be flashed onto an SD card for a Raspberry Pi. The Matter Hub Image provides both an Open Thread
Border Router and the Matter chip-tool. Note the image is ~10GB in size so depending on your internet connection this download may take

some time. Start the Matter Hub Raspberry Pi image download here:

https://www.silabs.com/documents/public/software/SilabsMatterPi_1.1.0-1.1.zip
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Download this image
/from provided link



https://www.silabs.com/documents/public/software/SilabsMatterPi_2.0.0-1.1.zip

Set up Raspberry Pi 4 to run Chip-Tool in it (Part 2)

= Once you have downloaded the Raspberry Pi image from the link provided by the previous slide, uncompress it in

your PC as shown below:

File in Red is the one downloaded from site

File highlighted in green is the uncompressed

file obtained from it. This is the Raspberry Pi

- image we will use.

&= SILICON LABS 51
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R ER-

File Home Share View

= — Cut E%
* 5.% ; Copy path l L!
Move

Pin to Quick Copy Paste

Raspberry Pi Image

g New item ~ B Select all

:lll

Copy Delete Rename New
folder

E Open
B cdit

Properties )
= W History

Organize New Open Select

i Easy access ™ == Select none

Bl Paste shortcut == Invert selection

access to to h

Clipboard

¢« = v 1 R <« Raspberry Pilmage

Name

| SilabsMatterPi |€ 3/13/2023 10:17 AM

Date modified Type Size
» Quick access
IMG File
M Desktop

B SilabsMatterPi_1.1.0-1.1 3/13/2023 8:40 AM Compressed (zipp... 6,710,485 ...

E Documents
xtracted file
Downloads Extracted file

B Pictures

2items |

17,941,169 ...



Set up Raspberry Pi 4 to run Chip-Tool in it (Part 3)

= Run the Raspberry Pi Imaging Tool, and, on it click on the “Choose OS” button and then select the “Use custom”
option, as shown below:

' Raspberry Pi Imager v1.7.4 - [m] X ' Raspbemy Pi Imager v1.7.4 - a *

Operating System X
E] Other specific-purpose 0S >

Thin chients, digital signage and 3D printing operating systems
° a Freemium and paid-for 0S >

Raspberry PI e_d Freemium and paid-for operating systems
% Misc utility images >
Bootloader EEPROM configuration, etc.

== Erse Click to select
D Format card as FAT32 U se ¢ U‘%t()"ﬂ”

CHOOSE STORAGE

E Use custom option
Select a custom .img from your computer

- After selecting “Use custom”, click on “Choose Storage” and then pick your microSD card, as
exemplified below

' Raspberry Pi Imager v1.7.4 — [m] > 4

@ Raspbemy Pi Imagervi7.4 = a X

Storage X
Cmm=  SDXC SCSI Disk Device - 62.9 GB
o ounted as 00 E

Raspberry Pi Click to select

your microSD

card as exemplified

here
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Set up Raspberry Pi 4 to run Chip-Tool in it (Part 4)

= Click on cog wheel icon to select desired Raspberry Pi options, including username, password and SSID and
password of AP that you want your Raspberry Pi to associate to:

3 ¢ Pi Imager v1.7. -
@ Rospberry Pi Imager v1.74 = X § raspveny Pilmager vi.7.4 - a X

& Raspbeny Pilmager v1.7.4 - m] X

& raspbeny Pilmager v1.7.4 - a b3

Advanced options. X
Advanced options. X ‘ Advanced options

ooooooooooooooooooooo

Image customization options  to always use Set username and password Passward:

[ show passward

Set hostname:  faspberrypi Jdocal |
— Wirekess LAN country:  US
Enable SSH Configure wireless LAN Set
| > H 1 locale settings
(@ Use passward authentication 5510: SILABS_AP_SG

Time 2008 America/Los_Angeles +

O Allow public-key authentication only
Keyboard leyout: US

The settings used for this example were as follows:

- hostname = “raspberrypi.local’; Enable SSH; Use password authentication ..~ o
- Username = “myuser”; Password = “1234567890"

- SSID = “SILABS_AP_5G”; Password = “12345678907; '

- Wireless LAN country = “US” Raspberry Pi

- Finally, click on “Write” as shown here. This will write and verify vt S

SILABSMATTERPLIMG

the Raspberry Pi image with your selected settings onto your

microSD card
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Set up Raspberry Pi 4 to run Chip-Tool in it (Part 5)

Now plug the microSD card into your Raspberry Pi 4 board and power on your Raspberry Pi.

You should see it associate to your access point.

Verify MAC address and IP address it obtained from your access point and note it down.

In our example, they were the following: Interface

All list [Hide ]

Tx Rate RxRate

(Mbps) (Mbps) Access time

Intemet Icon Clients Name Client IP address Clients MAC Address  Interface

- MAC address: E4:5F:01:35:00:36
- |P Address: 192.168.10.251

E8:6A:64:3C:CF:EE 192.168.10.2 static E8:6A:64:3C:CF:EE

raspberrypi 192.168.10.251 Manual  E4:5F:01:3F:00:36 LEENE] 390 00:47:53

Export

It might be a good idea to set a static DHCP list on your AP in order for your Raspberry Pi to preserve this IP
address as shown in the screenshot below:

Manually Assigned IP around the DHCP list (Max Limit : 64)

Client Name (MAC Address) IP Address DNS Server (Optional) Add / Delete

-~ C)

raspberrypi
192.168.10.251 Default @
E4:5F:01:3F:00:36
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Set up Raspberry Pi 4 to run Chip-Tool in it (Part 6)

= On your PC, open putty and use the following settings to connect to the Raspberry Pi:

= Host name (or IP address): IP address of your Raspberry Pi (192.168.10.251 in our example)

= Port: 22

= Connection Type: SSH

= After your settings look similar to this screenshot, click i:::mnﬁgmm g

‘ =-Session ‘ Basic options for your PuTTY session
the “Open” button: Tt

L Terminal Specify the destination you wantto connectto

Keyboard Host Name (or IP address) Port
Bell [192.168.10251 |[22
Features - )
- Window Connection type:
Appearance @ssH  (OsSenal (OOther  Telnet v
Behaviour
Translation Load. save or delete a stored session
& ge:ecuon Saved Sessions
olours :
=J-Connection [Raspberry e ]
Data [ Default Settings ‘ _oad
Proxy ‘ _
#-SSH Save
Serial
Telnet Delete
Rlogin
SUPDUP
Close window on exit
OAways (ONever (@ Only on clean exit
About Open Cancel
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Set up Raspberry Pi 4 to run Chip-Tool in it (Part 7)

= After establishing the connection to your Raspberry Pi, issue the following commands to verify that the Chip-Tool is
installed in it and running properly:

= sudo su

= cd /home/ubuntu/connectedhomeip
= out/standalone/chip-tool pairing ble-wifi 1122 SILABS_AP_2G 1234567890 20202021 3840

@B PUTTY (inactive) =} X
"

= You should see something
similar to the following screenshot:

&= SILICON LABS 56 © 2023 Silicon Laboratories Inc.



BBBBBBBBBBBBB

Commissioning and Control of
Demo from Google Pixel



Commission and control SiWx917 matter smartlock with Google Home (Part 1)

EE—— v = As said on the previous section. Open the
following URL on your PC to open the QR code
to commission your SiWx917 smartlock device:

https://project-
chip.github.io/connectedhomeip/qgr
code.html?data=MT%3A6FCJ142CO0OKAQ
648G00O

Devices F

Den
o displ

= Open the Google Home app on your phone and
click on “Add” in its devices section.
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https://project-chip.github.io/connectedhomeip/qrcode.html?data=MT%3A6FCJ142C00KA0648G00
https://project-chip.github.io/connectedhomeip/qrcode.html?data=MT%3A6FCJ142C00KA0648G00
https://project-chip.github.io/connectedhomeip/qrcode.html?data=MT%3A6FCJ142C00KA0648G00
https://project-chip.github.io/connectedhomeip/qrcode.html?data=MT%3A6FCJ142C00KA0648G00

Commission and control SiWx917 matter smartlock with Google Home (Part 2)

Set up a device

Set up a new device or add an existing device or
service to your home

New device

Add a Chromecast, Google Nest speaker or
ﬁ display, Nest Wifi, a matter-enabled smart

home device or a partner device, including

those labelled 'Seamless Setup with the

Google Home app”

Works with Google
(o] Link one of your existing devices or services,
such as connected light bulbs or plugs

&= SILICON LABS
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Choose a home

You will be able to control the devices and
services in this home

O -
G .

OoOmm

° Add another home

= Select “New Device”

= Select the home to which you configured your
Nest Hub and click on “Next”



Commission and control SiWx917 matter smartlock with Google Home (Part 3)

Looking for devices.. = The Google Home app will now scan for any
available new devices

¢ O

lock found

\ = Once the Google Home app has found the lock it
will display a screen with a message stating this.

Click on “Continue”

o Set up a different device
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Commission and control SiWx917 matter smartlock with Google Home (Part 4)

od'

h = Scan the QR code that you opened in your PC’s
Scan Matter QR code browser

Make sure that it's steady and well lit

G

Connect this device to
your Google Account

This lets you control your device with = The Google Home app WiII aSk for your

.3' Goagle Assistant or the Google Home

S e " permission to connect the device to your
w‘W; account. Click on “Agree” to accept this.
current state (on or off, for exan'wI:)!‘s

.))

Google may make firmware updates
available when firmware updates are
provided by your device manufacturer,

El For debugging and product imp nent,
Google may share aggregate device
usage data and de-identified diagnostic
data with the device manufacturer,

Information shared with Google will be
processed in accordance with Google's Privacy
Policy. You can remove this connection anytime
in Settings.
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Commission and control SiWx917 matter smartlock with Google Home (Part 5)

v = A message will now be shown stating that your

, device is now connected.
Device connected

g Jp
Where is this device?
A ‘ Choose a location for your device, This will
help you organise your devices.
\ = Select what room your device is located at and

click on “Next”

Back door

Back garden

&= SILICON LABS
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Commission and control SiWx917 matter smartlock with Google Home (Part 6)

Create a unique name

. . . .
e your Mater enabled devie & e = Give your device a unique name and click on
name so that you don't mix it up with other 11 [1]

devices in the same room N ext
1 Create a unique name
Office Locki

Devices o

U DFn > = H

E \ = Your device can now be seen in the Google
| oftce Home devices tab, where it can now be

g Offcs Lo locked/unlocked

d

&= SILICON LABS
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Commission and control SiWx917 matter smartlock with Google Home (Part 7)

- <@ -
' OFFICE ,
Office Lock f‘
Unlock
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= |t can also be seen in the Google Nest Hub,
which will allow it to be controllable through
voice commands, for example:

« “Hey Google, lock my office lock”
« “OK Google, unlock my office lock”
« “OK Google, what is the status of my office lock?”

= The lock will also be controllable through touch
input on the Google Nest Hub.
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Commissioning and Control of
Demo from Raspberry Pi



Commission and control SiWx917 matter smartlock with Raspberry Pi (Part 1)

= Connect to your Raspberry Pi and issue the
following commands

= sudo su
= cd /home/ubuntu/connectedhomeip/

= Disconnect your SiWx917 setup from your PC
and connect it again.
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Commission and control SiWx917 matter smartlock with Raspberry Pi (Part 2)

] Ihermetubuntuzcenestednomen

&= SILICON LABS

[24232:24237]

24237]
23

2
2
2

[24232:24232]
[24232:24232]
[24232:24232

: (S) Sending msg 1193701

: Received Command Response Data, Endpoint=0 Cluster=0x0000_0030 Command=0x0000_0
: Received CommissioningComplete response, errorCode=0
¢ essfully finishe mmissioning step '‘SendComplete’
: Commissioning stage next step: 'sendComplete’ -> 'Cleanup'
: Performing next commissioning step ‘Cleanup
: Closing all BLE connections
learing BLE pending

Auto-closing end point's BLE connection.
losing BLE GATT connection (con 0xffff7404d6bo)
ecureSess ion[0xffff6860ad90]: MarkForEviction Type:1 LSID:56305
ecureSess ion[0xffff6800ad9 Mfoving from state 'kActive' --> 'kPendingEviction
ecureSess ion[ 0xffff6800ad9 eleased - Type:1 LSID:56305
Lly finished commissioning step 'Cleanup’
Ue COmM 1SS ToN g ¢complated wWith €%

G: ICR moving to [AwaitingDe]
: BluezDisconnect peer=

[E:489821 M:11937013 ( 1005580)] (S) Msg TX to 1:0000000000000452 [D834
re session with LSID: 56306
lushed pending ack for :191005580 on exchange 489821

Shutting down the comm

: Stopping commissioning discovery over DNS-SD
: Shutting down the controller

xpiring all sessions for fab xiit

ecureSession[0xffff68018970 MarkForEviction Type:2 LS 306
ureSess ion[ 0xfff6801897 foving from state 'kAct ‘kPendingEviction
ecureSess ion[ Oxffff6801897: Released - Type:2 LSID:56
orgetting fabric exi

ending Last Known Good Time: 2022-10-13T05:40:44

Previous Lest Known Good Time: 2022-10-13T05:40:44

everted Last Known Good Time to previous value

Shutting down the commissioner

Stopping commissioning discovery over DNS-SD

Shutting down the controller

Shutting down the System State, this will teardown the CHIP Stack
IM WH moving to [Uninitialized]

IM WH moving to [Uninitialized]

IM WH moving to [Uninitialized]

: IM WH moving to [Uninitialized]
: All ReadHandler-s are clean, clear GlobalDirtySet
: BleConnectionDelegate::CancelConnection is

writing settings to file (/tmp/chip_counters.ini-d4WsDS)
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Issue the following command to the Raspberry Pi:

out/standalone/chip-tool pairing ble-wifi 1122 $SSID $PWD
20202021 3840

Where:
« $SSID is the SSID of the AP
$PWD is the password of the AP

In our setup, for example, our AP’s 2.4 GHz SSID and password
are:

- SSID = SILABS_AP
« Password = 1234567890

So our command is as follows:

out/standalone/chip-tool pairing ble-wifi 1122 SILABS_AP
1234567890 20202021 3840

= After issuing the above command, you shall see

your SiWx917 setup be commissioned via BLE by
the Chip tool to obtain the AP’s credentials and then
connect to the AP via Wi-Fi. This can be seen on the
Raspberry Pi 4 through prints as shown here




Commission and control SiWx917 matter smartlock with Raspberry Pi (Part 3)

= The following two commands can be issued to
lock and unlock the SiWx917 smartlock

= To lock:

 out/standalone/chip-tool doorlock lock-door 1122 1 -
timedlnteractionTimeoutMs 1000

= To unlock

 out/standalone/chip-tool doorlock unlock 1122 1

= You will see responses in the Raspberry Pi 4
terminal as shown to the left.

= You will see the doorlock lock and unlock as
shown below this.
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Using Multi-Admin Capabilities



Using Multi-Admin Capabilities (Part 1)

X Office device 2

Locked

&= SILICON LABS

70 © 2023 Silicon Laboratories Inc.

¢ Office device 2 settings

General

Name
Office device2

Horr

Room
Office

Linked Matter apps and services
Can control end manage this device

Technical information
WieFl model, versions, more

ﬂ] Remove davice

As stated earlier, our demo will showcase how to
use Matter’s Multi-Admin capabilities

We’ll show you know how to use this feature with
the Google Home and Raspberry Pi 4

First, we’ll need to configure the multi-admin setup.

The first step will be to commission the SiWx917
lock to the Google ecosystem as shown previously

After this, acquire the pairing code from the Google
Home App to which the device was commissioned.

To do so. Long press on the device name in the
Google Home app and select settings (gear icon)

In the next screen, click on “Linked Matter apps and
services”




Linked Matter apps
and services

You can control and manage this Lock with
these Matter-enabled apps and services

@  Link apps and services

Linked apps and services (1)

Vendor ID: 6006

Android, Google Home, Google Assistant

X

Q Unlink all Matter apps and services
from this device

®

When you unlink a Matter app or service, you can
no longer use it with this device. Other connection
types might still have access.
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Using Multi-Admin Capabilities (Part 2)

Link a Matter-enabled app

Choose a Matter-enabled app that can
control and manage this device. You can
also link or invite others using a code

4
AR

0 123 EL‘E
gl

Home Use pairing | Share with
code QR code

In the next screen, select “Link apps and services”

And follow this by clicking on “Use pairing code”

Finally, in the Raspberry Pi 4 issue the following
command:

- “out/standalone/ chip-tool pairing code 1122 $CODE”

Where $CODE is the 11 digit pairing code acquired
from the Google Home app

Once commissioning with Raspberry Pi 4 is
successful, lock and unlock commands can be
issued from both Google and Raspberry Pi devices.

Multi-admin is also possible in the opposite
direction. First commissioning with Raspberry Pi
and then with Google Home. We will show you a
video of this now.
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Video of Demo Execution
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Matter over Wi-Fi Smartlock
Commissioning, Control and
Multi-Admin Demo
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Silicon Labs Matter over Wi-Fi
Portfolio



Silicon Labs’ Wi-Fi SoC Portfolio Summary

WF200 RS9116 SiWx917
Features &:‘5“" = 0 sk @%’#
Wi-Fi (2.4 GHz) Wi-Fi 4 Wi-Fi 4 Wi-Fi 6
BT Low Energy (LE) v v
BT Classic (Audio) v
Low Power Modes PS-POLL PS-POLL, Listen Interval PS-POLL, Listen Interval, TWT
Wi-Fi Features OFDM ODFM OFDM, OFDMA, MU-MIMO
Wi-Fi WPA3 Security v v v
ARM® Apps MCU (SoC Mode) v
ML Accelerator, PSRAM Interface, MCU v
Security (PSA-L2)
Ultra Low Power v v
Matter v v v
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Silicon Labs Matter Solutions — More Than Just Silicon

THREAD
&) Bluetooth = studio 5 v

HARDWARE

CERTIFICATION TOOLS SOFTWARE

« Field-proven SoCs and modules « Support for Wi-Fi and 802.15.4 « Advanced development hardware, « Support for all Matter devices
for Thread and Wi-Fi with end product certification reference designs, and tools including border routers, and
Bluetooth « Participation in all CSA Matter test - Simplifies development and bridges

« Robust and reliable wireless events speeds time-to-market « The largest semiconductor

foundation for Matter devices contributor to Matter GitHub

- Matter certification

&SP SILICON LARS
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Thank you!



